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Smart Employee ID with Lenel OnGuard

or enterprise and government customers that want to deploy a single security

badge for physical and logical security, Lenel and Actividentity solutions

streamline processes for issuance and management of Smart Employee ID. With
Lenel OnGuard® and ActiviD™ CMS, cards are issued and managed from a single
console, and they secure both physical access and logical access.

When deployed with ActivClient® on end-users workstations, the Smart Employee
ID enables secure Windows and network login, PC ‘locking’, secure remote access
(VPN), and secure email with digital signatures.

Features and benefits

Compelling ROI

With ActivClient, the smart cards can be used
for many security applications including
strong authentication, data security and
digital signature. In addition, Activldentity
SecureLogin® SSO enables single sign-on to
enterprise and desktop applications while
leveraging the security of the smart card.

Ease of deployment

ActivID CMS can be deployed as an add-on

to Lenel OnGuard without the need for any
software development or customization: only
simple configuration.

Streamlined processes

ActiviD CMS functionality is accessible directly
from the Lenel OnGuard ID CredentialCenter™,
there are no new processes for issuance and
lifecycle management of the Smart Employee
IDs.

Future-proof

ActivID CMS supports a broad range of
smart cards, readers, directories, certificate
authorities, and will continue to evolve and

adapt to your future needs.

Certifications

= ActivClient module received FIPS 201
certification from NIST

= ActivClient and ActiviD CMS support
FIPS 140 certified smart cards and
applets

= ActivClient and ActiviD CMS support
FIPS 201 certified smart cards and
applets

= ActivID CMS supports FIPS 140 certified
Hardware Security Modules

Standards compliance

= 1SO 7816

= GlobalPlatform

= Java Card™

= HID Prox® and iClass®

= Philips MiFare® and DESFire®
= PC/SC

= PIV / FIPS 201

= GSC-IS 2.1

= Microsoft CAPI / Crypto API
= PKCS# 7,10, 11

= CRMF / CMMF / CRM

= LDAP 3.0

= SSL 3.0

Section 508

How it works

Lenel OnGuard® ID CredentialCenter™
consolidates employee physical credentials,
biometrics, and demographic information onto
a single secure smart card, captures photo ID,
prints the card, and is transparently integrated
with ActiviD CMS for creation and encoding of
logical access credentials onto the smart card
chip (PKI keys and certificates, passwords,
biometrics and one-time-passwords).

Copyright © 2006 Actividentity. All rights reserved. Actividentity®, ActivClient, ActiviD and SecureLogin are trademarks of Actividentity Inc.
All other trademarks, tradenames, service marks, service names, and images mentioned and/or used herein belong to their respective owners.

AI1006LONGUSL

© solution brief

¢LETEL

A UTC Fire & Security Company

Specifications

Activldentity products
= ActivID CMS
= ActivClient
= SecureLogin SSO
= Activldentity Readers

Lenel products
= Lenel OnGuard
More solutions for Lenel

Smart Employee ID for PIV with
Lenel IdentityDefender

Activldentity solutions

Smart Employee ID

Enterprise Single Sign-On

Device and Credential Management
Secure Information and Transactions

Strong Authentication
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