Actividentity

Solutions for Sun

Enterprise Single Sign-On with Sun Java™

System Identity Manager

or organizations concerned with security risks, high help-desk costs, and

employee frustration due to passwords, Activlidentity SecureLogin® SSO

integrates with Sun Java System Identity Manager to provide easy access to
enterprise applications (web and non-web) using a single, secure login. This solution
eliminates the users burden of remembering multiple passwords and enables
organizations to increase security and achieve regulatory compliance while lowering

help desk costs and improving productivity.

Features and benefits

Return on investment

Capture ROI with reduced help desk support
costs, increased productivity and increased
user efficiency according leading analysts.
Empower users who forget their Windows®
Domain Password with simple and secure self-
service password reset capabilities.

Improve user experience

Improve user experience by no longer
requiring them to remember multiple
passwords or forcing them to manually reset
passwords.

Enhance security

Enhance security by adding leading
Activldentity strong authentication solutions
such as smart cards to cryptographically
secure user credentials while further
concealing password complexity and boosting
credential mobility. For further security, the
solution can be deployed so that users do not
have knowledge of their own passwords.

Improve productivity

Speed employee access to applications using
out-of-the-box support for a wide range of
enterprise applications and environments,
including Microsoft®, Novell®, Citrix®, Lotus®,
and SAP®, and others.

Ease of deployment

Activldentity SecureLogin SSO leverages
existing sources of identity (such as corporate
LDAP directories, Active Directory®, or identity
management repositories) and integrates

with Sun’s Java System Identity Manager for
automated provisioning and management of
user accounts and credentials.

Compliance
Comply with mandates and government
regulation for identity, privacy, policy

enforcement, audit and authentication services.

Specifications

Actividentity products
= Securelogin SSO
= Optional:
- ActivClient®
- ActiviD™ Card Management System
- Activldentity Smart Cards and Readers
- ActivKey™

Sun Microsystems products
= Sun Java System Identity Manager
= Optional:
- Sun Java System Access Manager
- Sun Solaris™

Standards compliance

= GlobalPlatform / OpenPlatform

= Java Card™

FIPS 201 / PIV certified cards and
applications

FIPS 140-2 certified cards and
applications

FIPS 140-2 certified Hardware Security
Modules

= LDAP 3.0

= SSL

Section 508

PKCS# 7, #10

Microsoft CAPI / Crypto API

= 1SO 7816

= PC/SC

= GSC-IS 2.1

SNMP error and event monitoring
supported

= Triple DES encryption protects
credentials

AES cyrptographic algorithm encrypts
user data store (optional)
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More solutions for Sun
Secure Documents for Sun
StarOffice™ / OpenOffice

Secure Email for Mozilla® /
Thunderbird®

Single Sign-On for Sun Secure Global
Desktop or Sun Ray™

Smart Employee ID with Sun Java™
System Identity Manager

Smart Employee ID with Sun Java™
Systems ldentity Manager for PIV /
HSPD-12

Strong Authentication for Mozilla /
Firefox

Strong Authentication for Solaris™
Login with Smart Cards

Strong Authentication for Sun Java
System Access Manager

Strong Authentication for Sun Secure
Global Desktop and Sun Ray™
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